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Campus IT

1 Introduction

This manual explains in short steps how you, as a member of the University, can establish a secure
connection to the network of Technische Hochschule Kdln — University of Applied Sciences.

Data connections via the public network (Internet) are not secure. It is useful to secure your personal
data, especially in public WLAN networks such as Internet cafés, at train stations and airports, and in
shared accommodation with shared Internet access.

In order for you to have secure access to the network of Technische Hochschule Kéln — University of
Applied Sciences with your mobile devices or your PC from home, Campus IT offers you what is
called a VPN connection.

VPN is to be understood as a secure personal line in your active Internet connection. This VPN
connection is started in addition to your Internet connection and requires authentication.

Please be aware that the VPN client has been renamed from "Cisco AnyConnect" to "Cisco Secure
Client". In addition, some minor adjustments have been made to the design.

WPN-Server der Campus IT

i

Campus
Leverkusen

Campus
Gummersbach

Zuhause

2  What is VPN?

A Virtual Private Network (VPN) is a computer network that uses a public network, for example the
Internet, to transport private data. The connection via the public network is usually encrypted. It thus
enables secure transmission over an insecure network. Participants in a VPN can exchange data in the
same way as in a LAN (local network). The individual participants themselves do not have to be
directly connected to each other for this. The networks are connected via a tunnel between the VPN
client and the VPN server.

Last updated: 2024-03-18 2/28
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The VPN client is software that establishes an encrypted and authenticated connection to the VPN
server. The user receives an IP address from the network of Technische Hochschule K&ln — University
of Applied Sciences, which enables them to access services within the University.

3 Requirements for the use of VPN

To set up and use a secure Internet connection (VPN), you need:

e A WLAN:-enabled device, e.g. notebook/PC with the operating system Microsoft Windows,
MAC OSX, Linux or a smartphone or tablet with an active Internet connection

e A campusID. All University members receive a personal user account — called a campusID.
This user account allows access to various Campus IT services

e A Cisco VPN client. The use of this client is mandatory in order to use the offered services.

e A current version of Java. We recommend Java in its current version for the easy automatic
installation of the Cisco VPN client. You can download Java free of charge here:
https://www.java.com/en/download/

We have summarized the common VPN installation routines for you below.

You can find further information on the Campus IT website:
www.th-koeln.de/campus-it

Last updated: 2024-03-18 3/28
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4 VPN access on Windows

1. To setup VPN access, please enter the following address in your browser:
https://vpn.th-koeln.de
https://vpn-gm.th-koeln.de (if you are at the Gummersbach site)

2. Please enter the login details for your campusID on the website and then click on “Login”.

I:ry Login

Please enter your campuslD and password.

campuslD: [mmusterm

Login

3. Please click on “Continue” in the following window.

TH Kiln

Campus IT - VPN-Semvice
info : www.campus-itth-koeln.de
email: support@campus-itth-koeln.de

Cancel Continue

4. After a short verification phase, either the automatic installation will start or you will be asked
to install manually. Please make sure that you have administrator rights on your computer, i.e.
that you are authorized to install programs.

4.1 VPN access on Windows - automatic installation
1. The automatic installation starts automatically if all requirements are met.

Note:  If you do not have Java installed or you block the applet, follow the instructions for
manual installation. You can already download the installer in this window.

Last updated: 2024-03-18 4/28
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2. You may receive security warnings.
In each case, check the box “I accept the risk and want to run the application” and click

“Run”
'd ™
x
Michten Sie diese Anwendung ausfiihren?
¢ Name: AnyConnect Secure Mobility Client
‘-:-(') Anbieter: Cisco Systems, Inc.
_—
Verzeichnis: https:/fvpn.th-oeln.de
Diese Anwendung wird mit uneingeschrénktem Zugriff ausgefiihrt. Dies kann ein Risiko fiir Thren
Rechner und Thre persénlichen Informationen darstellen. Fithren Sie diese Anwendung nur aus,
wenn Sie dem Speicherort und dem oben angegebenen Anbieter vertrauen.
|| Fiar Anwendungen dieses Anbieters und aus diesem Speicherort nicht mehr anzeigen
v Mehr Informationen [ Ausfithren ] [ Abbrechen
A <

3. Please confirm the message “Do you want to install this software?” by clicking on “Install”.

"Internet Explorer - Sicherheitswamung (S

Mochten Sie diese Software installieren?

\E’ Name: AnyConnect Secure Mobility Client
Herausgeber: Cisco Systems, Inc.
[¥] weitere Optionen | instalieren || [michtinstalieren |

auf dem Computer Schaden anrichten. Speichern Sie nur Software von

[él Dateien aus dem Internet kdnnen nitzlich sein, aber dieser Dateityp kann u. U.
3
\-4 Herausgebern, denen Sie vertrauen, Welches Risiko besteht?

4. To use the Secure Client now, open the program and click on “Connect”.

@ Cisco Secure Client = X ‘

AnyConnect-VPN:
@ Bereit zur Verbindung.
®

to HO) R

5. Then please enter your campusID login details.

@ Cisco Secure Client | TH Koeln (Koeln) X

Please enter your campusID and password.

Benutzername: | mmusterm| |

Passwort: | |

OK Abbrechen

Last updated: 2024-03-18 5728
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6. There is now an active VPN connection. Confirm the connection notification with “Accept”.

Cisco Secure Client

TH Koeln

Campus IT - VPN-Service

info : www.campus-it.th-koeln.de
email: support@campus-it th-koeln.de

Please note: You can launch the Secure Client manually at any time to connect with it or disconnect

the existing connection. You can find the program in the Windows Start menu.

4.2 VPN access on Windows - manual installation

1. If the automatic installation fails, please click on the suggested link in the window below.

'::Ills'élcln' AnyConnect Secure Mobility Client

!"§- WebLaunch

Platform
" Detection

- Java Detection

- Download

Manual Installation

Web-based ir

1 was unsuccessful. If you wish
to install the Cisco AnyConnect Secure Mobility Client,
you may download an installer package.

Install module(s) below in the listed sequence.
Platforms supported: Windows Deskiop

AnyConnect VPN

Alternatively, retry the automatic installation

Download

2. In the following window, confirm the start of the installation by clicking on “Install”.

ﬁ Cisco AnyConnect Secure Mobility Client Setup

Ready to Install Y }

The Setup Wizard is ready to begin the Typical installation g < |
e

installation settings, dick "Badk™

Advanced Installer

Click "Install” to begin the installation. If you want to review or change any of your
. Click "Cancel” to exit the wizard.

[ < Back IF '@Insta\l] [ Cancel

Last updated: 2024-03-18
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3. Please click on “Next” in the following window.

4. Please read the Software License Agreement and select “I accept the terms in the License

5.

6. After successful installation, please click on “Finish” in the following window.

1%/ Cisco AnyConnect Secure Mobility Client Setup )

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

=

Agreement” and then click on “Next”:

14! Cisco AnyConnect Secure Mobility Client Setup =)
End-User License Agreement i 5
] |

Please read the folowing license agreement carefully
W h

Supplemental End User License Agreement for Cisco Systems *
AnyConnect Secure Mobility and other related Client
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
ladditional terms and conditions for the Software Product licensed
under the End User License Agreement ("EULA") between You =

accept the terms in the License Agreement!

) I do not accept the terms in the License Agreement

Advanced Installer

[ < Back " Next > ] [ Cancel ]

In the following window, please click on “Install” to confirm the start of the installation.

:g.ﬁsco AnyConnect Secure Mobility Client Setup ¥

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the: Finish button to exit the Setup Wizard.

< Back Cancel

Last updated: 2024-03-18
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7. To use the Secure Client now, open the program and enter vpn.th-koeln.de in the empty
address field. Then click on Connect.

€ Cisco Secure Client — X

r-\ AnyConnect-VPN:
Bereit zur Verbindung.

= e |

1o N0 LI

8. A new login window will open. Enter your campusID login details in the fields Username and
Password and click “OK”. Then confirm the message from the VPN server with “Accept”.
@3 Cisco Secure Client | vpn.th-koeln.de X

Please enter your campusID and password.

Benutzermame: ‘ mmusterm| |

Passwort: ‘ |

OK Abbrechen

Cisco Secure Client

TH Koeln

Campus [T - VPN-Service
info : www.campus-it. th-koeln.de
email: support@campus-it.th-koeln.de

The Cisco Secure Client is now set up and you are connected. You can launch the Secure Client
manually at any time to connect via it or to disconnect the existing connection.

Last updated: 2024-03-18 8/28
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5 VPN access on MAC OS X from 10.6

To use the secured VPN connection, you need a Mac with the operating system MAC OS X Snow
Leopard or later and a valid campusID.

With a Mac with OS X version 10.6 or higher, you have two options for setting up a secure VPN

connection:

Installation of the Cisco Secure Client (automatic or manual).

Or setting up an OS X VPN connection (Cisco IP-Sec). No additional software needs to be installed
for this. This connection offers the additional advantage that you still have network access at home to
devices in the home network (NAS, PCs, network printers, etc.). Data transmission outside your home
network or to the Internet is carried out via the secure and encrypted IP-Sec VPN connection.

5.1 VPN access on MAC OS X — automatic installation

2.

To install the VPN client, please establish an Internet connection, e.g. via WLAN, and
enter the following address in the Internet browser:

https://vpn.th-koeln.de

https://vpn-gm.th-koeln.de (if you are at the Gummersbach site)

ece | VPN-Service der Technischen ... * | 4

& & | https:/jvpn.th-koeln.de/+ CSCOE+ /logon.htmi#form_title, [l Suchen B 94+ a0 O ¢ =
Technology
Arts Sciences VPN-Service der Technischen Hochschule Kéin
TH Kéln

=N

_D Login

Please enter your campuslD and password.
Y I—

Please enter the login details for your campusID on the website and then click on “Login”.

Last updated: 18.03.2024 9/28
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3. Please click on “Continue” in the following window:
After a short verification phase, either the automatic installation will start or you will be
asked to install manually.

TH Kéin

Campus IT - VPN-Service
info : www.campus-it.th-koeln.de
email: support@campus-it.th-koeln.de

Cancel Continue

4. With the automated installation of the Cisco Secure Client, the download and installation

is carried out automatically. Notification windows provide you with information on the
installation status.

[ ] ‘. 'VPN-Service der Technischen ... .‘ +
€ https://vpn.th-koeln.de/+ CSCOE + fportal.htmi @ | Q suchen wa + 40 7O ¢ =
https:Jjvpn.th-koeln.de das Ausfiihren von "Java" erlauben? *®
Technology
Arts Sciences VPN-Service der Technischen Hochschule Kéin
TH KéIn
@ | Logout )

il - .
cisco AnyConnect Secure Mobility Client

7§ WebLaunch Attempting to use Java for
Sun Java applet has started. This could take up to 60
Platform seconds. Please wait...
" Detection
ENEEEEEE
- Java Detection
Help Download

- Installation requires you to enter your Mac’s administrator ID.

- Installationsprogramm versucht, neue Software zu
installieren. Geben Sie Ihr Passwort ein, um dies zu

I 1
i | E . erlauben.

Benutzername: Mustermann

Passwort: | | |

Abbrechen | Software installieren |

- You may be asked to confirm the trustworthiness of certificates.
Click on “Next” here.

Last updated: 2024-03-18 10/28
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5. Your Java version may be out of date and you will need to update it.

Java Update Needed

Your Java version is out of date.

Click Update to install the recommended latest version.
Click Block to stop Java content in your browser or Later
to continue and be reminded again later.

|| Do not ask again until the next update is available

Later Block

6. Then confirm the launch of the client with “Run”.

il AnyConnect Secure Mobility Client

CIsco
7§ WebLaunch to use Java for
Security Warning . Mdochten Sie diese Anwendung ausfilthren?
Platform Aftempting to launch the Sun Java applet which is
Cind digitally signed by Cisco S ms. In order to prope! ye .
Detectios SO ,J.ﬁim A Name: AnyConnect Secure Mobility Client
- Activex on the security pop-up. (( . )
= Anbieter: Cisco Systems, Inc.
- Java Detection
@ “ Verzeichnis: https://vpn.th-koeln.de
-Java
Diese A g wird mit i danktem Zugriff gefihrt. Dies kann ein Risiko
- Download fiar Ihren Rechner und Ihre personlichen Informationen darstellen. Fihren Sie diese
B Eormeeto Anwendung nur aus, wenn Sie dem Speicherort und dem oben angegebenen Anbieter
: vertrauen.
_ Help_ Eowniond | Fur Anwendungen dieses Anbieters und aus diesem Speicherort nicht mehr anzeigen
g Mehr Informationen E Abbrechen
. J S

7. The following security warning can be confirmed with “Allow”.

Please wait while the VPN connection is established...

Sicherheitswarnung

Zugriff auf die folgende Anwendung von dieser
Website gewdhren?

Website: https:/ fvpn.th-koeln.de

Anwendung: AnyConnect Secure Mobility Client

b Anbieter: Cisco Systems, Inc.

Diese Website fordert den Zugriff auf und die Kentrolle Giber die oben aufgefiihrte

Java-Anwendung an. Gewihren Sie den Zugriff nur, wenn Sie der Website
vertrauen und wissen, dass die Anwendung auf dieser Site ausgefihrt werden soll.

|| Diese Meldung nicht erneut fir diese Anwendung und Website anzeigen

N .
'\!/' Weiters informatiol Zulassen Nicht zulasser

Last updated: 2024-03-18 11/28
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afra]r,
CISCcO

- ActiveX

- Java

_ Platform
Detection

+ =.Java Detection

- Download

v - Connected

AnyConnect Secure Mobility Client

f} WebLaunch E e S e
The Cisco AnyConnect Secure Mobility Client has

successfully connected.

menu bar.

The connection can be controlled from the icon in your

G = 4 @ Wed 2:47PM Q

Help Download

The Secure Client is now installed and launched.
A corresponding application icon is displayed on the taskbar and in the dock.

Last updated: 2024-03-18
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5.2 VPN access on MAC OS X — manual installation

1.

2. Click on Download to open a confirmation dialog, which you confirm with OK.

For the manual installation, follow the steps above up to point 4 and then continue as follows:

AnyConnect Secure Mobility Client

Cisco
f§ WebLaunch Manual Installation
Web-based installation was unsuccessful. If you wish to
Platform install the Cisco AnyConnect Secure Mobility Client, you
i Detection may download an installer package.

Install medule(s) below in the listed sequence. Platforms
supported: Mac OS X 10.8+ (Intel)
~ = Java Detection

AnyConnect VPN

Alternatively, retry the automatic installation.
- Download

Help Download

[ ] Offnen von anyconnect-macosx-4.2.00096-web-deploy-...

Sie méchten folgende Datei 6ffnen:

& 4.2.00096 -web-deploy-k9.dmg
Vom Typ: DMG-Datei (5,5 MB)
Von: https://vpn.th-koeln.de

Wie soll Firefox mit dieser Datei verfahren?

°fonen mit DiskimageMounter (Standard)

| Datei speichern

| Firr Dateien dieses Typs immer diese Aktion ausfilhren

Last updated: 2024-03-18
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3.

Then launch the installer by double clicking on it.

[ JoN ] \— AnyConnect VPN 4.2.00096

x 1 Objekt

v

anyconnect-
macosx-4.2...eploy-k9.pkg

Click on “Continue” in the welcome window.

800 w# JAnyConnect Secure Mobility Client" installieren

Willkommen bei: AnyConnect Secure Mobility Client

@ Einfiihrung

® Lizenz

Sie werden durch alle Schritte gefiihrt, die fir die

@ Zielvol
IeIVDILmE Installation dieser Software erforderlich sind.

auswihlen
@ Installationstyp
@ Installation

® Zusammenfassung

CIsSCO

Zuriick

w AnyConnect Secure Mobility Client” installieren

Um mit der Installation der Software fortzufahren, miissen Sie den
Softwarelizenzvertrag akzeptieren.

L -
© Ein Klicken Sie auf , Akzeptieren”, um mit der Installation fortzufahren. N
© Liz Klicken Sie auf ,Ablehnen”, um die Installation abzubrechen und zu
L beenden.
Zig
3 and
auy ULAT)
Lizenz lesen Ablehnen Akzeptieren Cisca
Ins e the
terms
B e — "™
Zusammenfassung In addition to the limilations set forth in the EULA on your access and use of the Software, You
b agree to comply at Al fimes with the terms and condiions provided in tus SEULA.
DOWNLOAGING, INSTALLING. OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT ¥OU REPRESENT (COLLECTIVELY, "CUSTOMER') TO THE AGREEMENT. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE. AND (B) YOU MAY RETURN THE SOFTWARE (INGLUDING ANY
UNGPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF
THE SOFTWARE AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER
PROGUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT
TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN
il ' Il I I AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
USER PURCHASER.
CISCO For purposes of this SEULA, the product You have ardered or anatied s any of the following
Drucken ... Sichern ... Zurlick

Please read the Software License Agreement and then also click on “Continue” and accept the
software license agreement by clicking on “Accept”.

Last updated: 2024-03-18
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6. To perform the standard installation, click on “Install”.

« AnyConnect Secure Mobility Client” installieren -
Standardinstallation auf ,Macintosh"

Hierfiir werden 14,6 MB Speicherplatz auf Ihrem Computer
benbtigt.

Einflihrung
o Lizenz

. Klicken Sie auf , Installieren”, um die Standardinstallation
ZIE\V(.).lumE dieser Software auf dem Laufwerk ,Macintosh”
auswahlen durchzufiihren.

Installationstyp

L]

Installation

Zusammenfassung

dan]n
Ccisco

Ort fir die Installation &ndern ...

Zurlick Installieren

Please note: You may be asked for your password

dfrar]n
CISCO

= Installationsprogramm versucht, neue Software zu
installieren. Geben Sie |hr Passwort ein, um dies zu

i -1
' I E erlauben.

Benutzername: Mustermann

Passwort: “

Abbrechen " Software installieren

7. The installation routine is executed and completed with the notification of successful
installation.

Now click on “Close” to end the manual installation.

8086 w JAnyConnect Secure Mobility Client" installieren a

ion erfolgreich abgeschl

@ Einfiuhrung

@ Lizenz
@ Zielvolume
auswdihlen

@ Installationstyp
© Installation Die Installation war erfolgreich.

@ Zusammenfassung

Die Software wurde installiert.

aifan]n
CIsSCo

Zuriick SchlieRen

Last updated: 2024-03-18 15/28
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10.

You can launch the Cisco Secure Client manually at any time to establish the VPN connection

or to disconnect the existing connection.

Select the corresponding program icon on the taskbar, in the dock or the finder (under

Programs/Cisco).

To reconnect, select “Connect VPN”.

® & @ Cisco Secure Client

AnyConneet-VPN
Bereit zur Verbindung
TH Kosln |Kosln) B  verbinden

You will be asked to enter your campusID login details.

Cisco Secure Client | TH Koeln (Koeln)

Please enter your campusiD and password,

Benutzemname: | mmusterm{

Passwort:

Abbrachen

L |

If you want to disconnect an existing VPN connection, select “Disconnect VPN”.

TRl B
zu Cisto AnyConnect

AnyConnect-Fenster anzeigen
Staristikfenster anzeigen

VDN

Verbinden

Cisco AnyConnect beenden

Taskbar

|z\ Cisco

e ©

Cisco An._lity Cli% Uninstall AnyConnect ]m Finder &ffnen

Dock

B 00 Grogramme

[aiv] (ENm m (8 (8] [m-] Let]

Furticx Darwellung  Aknosm Drophas Asichern nach  Aereitsrilen

FAWORITEN Hame |
(3

7 DOropbox A I:::“X—rﬂlk’lpru

& mirbrep

el I Clsco AnyConnect DART
oy Programme & Clsco AmyConnact Secure Mobiiizy Client
I sehreibtisch 8 Uninstall AmEannect

Finder

Last updated: 2024-03-18
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6 VPN access via integrated Mac VPN client

Instead of the Secure Client described above, it is also possible to use the Mac’s own VPN client,
Cisco IPSec, for the VPN connection. You will find the setup instructions below:

1. To do this, select the Network under System Preferences.

Click on the “...” sign to establish a new connection.

L]
Q netzwer

@ Netzwerk

ekannte Netzwer’

Frilhere Netzwerke und

2. Select “Add VPN-Configuration” and then the sub item “Cisco-IPSec”.

Dienst hinzufigen ...

Netzwerk

@ Ethernet

. Firewall

Andere Dienste

2= WLAN

M Display Ethernet

, Thunderbolt Bridge

VPN-Konfiguration hinzufiigen >  L2TP iiber IPSec ...

Cisco-IPSec ...

Virtuelle Anschliisse verwalten ...

IKEVZ ...

Reihenfolge der Dienste festlegen ...

Umgebungen

3. Give the new connection the name “TH Koeln”.

Cisco IPSec

DNS

Proxies

Last updated: 2024-03-18

Anzeigename

Serveradresse
Accountname

Passwort

Authentifizierung

Typ

Schliissel (Shared Secret)

TH Koeln

vpn.th-koeln.de

mmusterm

Schliissel (Shared Secret) &

Abbrechen Erstellen

17/28
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4. On the same screen, type in vpn.th-koeln.de as the server address, enter the campusID
(account name) and the campusID password (password). Then enter "KoelnerDom" as the
shared secret and FHK-VPN as the group name.

Cisco IPSec

DNS

Proxies

5. To finalise the setup, click on "create".

@ ciscorrsec

DNS

Proxies

6. From now on, you can connect with VPN (Cisco [PSec) via Network in System

Anzeigename

Serveradresse

Accountname

Passwort

Authentifizierung
Typ

Schliissel (Shared Secret)

Anzeigename

Serveradresse
Accountname

Passwort

Authentifizierung

Typ

Schliissel (Shared Secret)

n

TH Koeln

vpn.th-koeln.de

mmusterm

Schliissel (Shared Secret) &

Abbrechen Erstellen

TH Koeln

vpn.th-koeln.de

mmusterm

Schlissel (Shared Secret) &

Abbrechen Erstellen

Preferences. If the login is successful, a notification about the active VPN connection will
appear and you can confirm it with “OK”.

7. You can manually start the Mac IPSec VPN connection at any time to connect to the
University VPN or to disconnect an existing connection.

Last updated: 2024-03-18
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8. Select the corresponding program icon on the task bar.
To reconnect, select:
Connect with “TH Koeln”.

B D 0 0%ED
Mit , TH Koeln" verbinden

Mit ,TH K&In"” verbinden

H Koein

v/ Standard

TH KAIN
L1 K
| A KOl

v/ Standard

Verbindungsdauer einblenc
v Status wahrend des Verbin

Systemeinstellung ,Netzwe

In the following window, please enter your campusID login details as usual.

9. [Ifyou want to disconnect an existing VPN connection, select “Disconnect connection to
“TH-Koeln™” via the program icon.

Last updated: 2024-03-18 19/28
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7 VPN access on Ubuntu Linux — manual installation

1. Please enter the following address in your browser:
https://vpn.th-koeln.de
https.‘// vpn-gm. th-koeln.de (if you are at the Gummersbach site)

€ ) © @& | https://vpn.th-koeln.de/+CSCOE+/logon html#Form_tit! ¢ ||Q search B ¥ A S =
Technology
Arts Sciences VPN-Service der Technischen Hochschule Kéin
THKéIn
52
&) —

Please enter your campusiD and password.

P E—
B —

Login

2. On the website, please enter the login details for your campusID account and click on
“Continue”.

TH Kidln
Campus IT - VPN-Service

info : www.campus-it.th-koeln.de
email: support@campus-itth-koeln.de

Cancel | Continue |

3. Now you can download the installer by clicking on the AnyConnect VPN link.

B  Anyconnectinstallation x| + ~

< c O 8 o hitps//von thkoeln.de/CACHE dexchtn 8w © a8 =

el AnyConnect Secure Mobility Client

Q) )
‘, AnyConnect Secure Mobili

Download & Install

Download for Linux

© Instructions
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4. The following file will be downloaded.

anyconnect-linux64-4.10.07061-core-vpn-webdeploy-k9.sh o
Fertig— 8,0 MB

Alle Downloads anzeigen

5. First execute the following command:
sudo apt-get update

6. Then launch the previously downloaded file with the following command:

sudo sh /home/*username*/Downloads/ anyconnect-linux64-4.10.07061-core-vpn-
webdeploy-k9.sh

7. You will then see the installed Cisco Secure Client as a program

Q cisco

8. Launch the Secure Client and enter the address of the VPN server you want to connect to
vpn.th-koeln.de or
vpn-gm.th-koeln.de (for the Gummersbach site)

r ~
Cisco Secure Client - 0O x

(@ AnyConnect VPN | Statistics ©® About

nmim
CISCO

Connect to: | vpn.th-koeln.de ~ el

Ready to connect.
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9. Click on “Connect” and then enter your campusID login details.

r ~
Cisco Secure Client - o =%

(@ AnyConnect VPN |+~ statistics @ About

N
CISCO

Connectto:  vpn.th-koeln.de ~ el

Username: | mmusterm

Password:

Please enter your campusID and password.

10. Finally, confirm the message of the VPN server by clicking on “Accept”.

Cisco Secure Client - Banner x

TH Keeln

Campus IT-VPN-Service
info : www.campus-it.th-koeln.de
email: support@campus-it.th-koeln.de

*, Disconneckt @ Accept
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& VPN access for the iPhone/iPad

1. Search the AppStore for Cisco Secure Client and install the app.

01:53

Q_ cisco anyconnect

Cisco Secure Client
Wirtsch

2. Configure VPN client: Settings -> General
Select the menu item VPN and Add VPN configuration.

Description: TH VPN

Server address: vpn.th-koeln.de

VPN-Verbindung hinzufligen...

Beschreibung Th Koln

Serveradresse vpn.th-koeln.de

3. Then enter your campusID login details and click on “Connect”
01:55

< Einstellungen
Authentifizierung

Please enter your campusID and password

Benutzername: mmusterm

Kennwort:

4. Also confirm the VPN connection message with “OK”. You are now connected to the
University VPN.
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9 VPN access for smartphones/tablets with Android

Supported devices for AnyConnect ICS (Ice Cream Sandwich):

According to information from Cisco, the AnyConnect app for Ice Cream Sandwich should work on
all devices equipped with Android 4.0 and higher.

Android 4.0 and above

To download the Cisco Secure Client-AnyConnect-app, you need Internet access on your

device; this can be via WLAN or mobile communications. Another requirement is the Google Play
app (AKA Play Store, formerly Market), which is installed on Android devices as standard. For more
information, please refer to the rest of this manual.

L.

2.

3.

Download Cisco Secure Client-AnyConnect from the Play Store. To do this, go to the
program menu on your device and select “Play Store” (or the “Market”).

In the Play Store (or the Market), please search for “AnyConnect” and install the app.
& cisco anyconnect Q ¢

Cisco Secure Cli...
Cisco Systems, Inc. Installieren

Mehr n

als 5 Mio. USKab 0
Downloads Jahren ®

Stellen Sie mit dem Cisco Secure Client (friiher AnyConnect)
eine Verbindung zu Ihrem Netzwerk her

After you have selected and installed the appropriate version of the Cisco Secure Client-
AnyConnect app, open the advanced settings in the app and select “Add new VPN
connection”.
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4. As the description, choose the name: TH VPN.
Then enter the following server address:

(for the Gummersbach site)

<& Verbindungseditor

Beschreibung

TH VPN

vpn.th-koeln.de|

Erweiterte Voreinstellungen
Erweiterte Zertifikat- und Protokolleinstellungen &ndern

5. Enter your campusID login details in the following window and click on “Connect”.

Cisco Secure Client

Please enter your campusID and
password.

E] Kennwort anzeigen

Abbrechen Verbinden

6. Then confirm the connection notification and you are connected to the VPN client.
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10 LAN access

If you also want to access devices in your local network (e.g. printers in your home office) in parallel
to the VPN connection, you can activate the “LAN access” option.

Attention: For security reasons, this option should not be activated in public networks (e.g. hotel,
train, airport, café, ...).

First, launch the Secure Client software on your computer (Windows, Linux, Mac) and click on the
gear wheel in the bottom left.

AnyConnect-VPN:
Bereit zur Verbindung.

| TH Koel (Koeln) Verbinden

| ® e
On the Settings tab, now select “Allow LAN access, ...”.

€ Cisco Secure Client — *

[ l [ I ' .
deisr Secure Client

Virtuelles privates Netzwerk (VPN) Diagnostik

Einstellungen | Statistk Routing-Details Firewall Nachrichtenverlauf

[]vPN starten, bevor Benutzer sich am Computer anmeldet

[Jven starten, wenn Cisco Secure Client gestartet wird

Cisco Secure Client bei VPN-Verbindung minimieren
AN-Zugriﬂ’erIauben, wenn VPN verwendet wird {falls konfiguriert).

[C]Erkennung von Captive Portal deaktivieren

Automatische VPN-Verbindungsherstellung aktivieren

Mach Zuriickkehren aus dem Ruhemodus: Neu verbinden ~

Werbindungen zu nicht vertrauenswirdigen Servern blodkieren

Close the window and connect to the VPN as usual.
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You can check whether access to the local network is active as follows:
Open the main window of the Secure Client and click on the gear wheel again.

On the “Routing Details” tab, you will now find the information that the IP address range of your local
network is not routed over the secure VPN connection.

£8 Cisco Secure Client — >

aecco  Oecure Client

Virtuelles privates Netzwerk (VPN) Diagnostik

Einstellungen  Statistik |Routing-Details | Firewall MNachrichtenverlauf

Micht gesicherte Routen {IPwd) A
172.24.160.0/20
192,168, 10.0/24

Gesicherte Routen ([Pvd) ~
0.0.0.0/0

Please note: You can only access your devices via the respective IP address.
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11 Support

If you have any further questions, please contact Campus IT. You can reach us on +49 (0)221/8275-
2323 during the following office hours:

http://www.campus-it.th-koeln.de/support/standort_service/index.html

You can also contact us by e-mail at support@campus-it.th-koeln.de.
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